GEOFORCE PRIVACY POLICY
EFFECTIVE DATE MARCH 2017

OVERVIEW
Geoforce (“we”, “us” or “our”) is committed to protecting the privacy of personal
information of identifiable individuals who utilize our Track and Trace web application,
either of our Android or IOS mobile applications, our Mobile Field Tool, or our Device
Manager Web Application and those who visit www.geoforce.com (all of which are
together referred to as the “Sites” and individually referred to as a “Site”) and use any of
the services available thereon (the “Services”). Amendments to this privacy policy will be
posted from time to time on the Sites and will be effective when posted. Material changes
to the privacy policy will be communicated to you via an emailed notice. Your continued
use of the Services following the posting of any amendment to the privacy policy shall
constitute your acceptance of such amendment. If you desire to refuse to give continued
consent, then you may logoff any Site at any time. Any non-English versions of this
privacy policy are for convenience only. In the event of any ambiguity or conflict between
translations, the English version is authoritative.

INFORMATION COLLECTION AND USE
Actively Collected Information
When you join us as a user of our Services, we ask for personal information that will be
used to activate your account, provide the Services to you according to account settings
you prefer, communicate with you about the status of your account, and for other
purposes set out in this privacy policy. Your name, government identification number,
company name, address, telephone number, email address, photos, credit card
information and certain other information about you may be required by us to provide the
Services or disclosed by you during your use of the Services. All of the information you
input may be changed by you in your discretion. You will also be asked to create a private
password, which will become part of your account information.

Page 1 of 8

Passively Collected Information
Additionally, we gather information passively as a result of your use of the Services
including location-based data, usage data, device data, referral data, and information
from page tags as set forth in more detail below.
Location Based Information
To provide our location based services, we and our partners often share precise
location data including the real time geographic location of your equipment’s
tracking device. We may utilize GPS, Bluetooth, and your IP address along with
satellite and cellular locations to determine your equipment’s approximate location.
We obtain both approximate location data (network based) and precise location
(GPS and network based).
Usage Data
We may collect usage data whenever you interact with any of our Sites including
the webpages you visit, what you click on, your location, and when you performed
certain actions. Additionally, the various Sites keep log files that record data each
time a device accesses those servers. The log files contain data about the nature
of each access, including originating IP addresses, internet service providers, the
files viewed, operating system versions, and timestamps. (Note that we do not
process or comply with any web browser’s “do not track” signal or other similar
mechanism that indicates a request to disable online tracking of individual users
who visit our Sites or use our Services.)
Device Data
We collect data from the device and application you use such as your IP address,
operating system version, device type, system and performance information, and
browser type.
Referral Data
If you arrive at our Sites via an external source (such as a link in another site or in
an email) we record information about the source that referred, you to us.
Page 2 of 8

Information from Page Tags
We may, from time to time, use third party tracking services that employ cookies
and page tags (also known as web beacons) to collect aggregated and
anonymized data about visitors to our Sites. This data includes usage and user
statistics.

GENERAL CONSENT
By providing personal information to us and by retaining us to provide you with the
Services on behalf of your organization (the “Account Owner”) (which you represent you
have the legal authority to bind to these terms), you voluntarily consent to the collection,
use and sharing of such personal information as specified in this privacy policy. Without
limiting the foregoing, we may on occasion ask you to consent when we collect, use, or
disclose your personal information in specific circumstances. Sometimes your consent
will be implied through your conduct with us if the purpose of the collection, use or
disclosure is obvious and you voluntarily provide the information. You are further agreeing
to these terms on behalf of your employer (the Account Owner”) and you represent and
warrant that you have been given the authority to bind the organization to these terms.

We do not sell your data. We may, however, from time to time use and share

your personal or account information with our service providers (such as payment
processors, contract manufacturers, and IT and administrative consultants) who help us
provide the Services to you (and only to the limited degree necessary) as follows:
●

To deliver a welcome letter, update notices, and other similar types of
communications;

●

To provide the Services to the account owner (generally your employer) and
you and to improve the quality of the Sites and Services;

●

To provide information to the account owner and you so that you may use
the Site and Services more effectively;

●

To create, manage and control your account information, and to verify
access rights to services and software;
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●

To bill the account;

●

To respond to legal requests, where authorized by the account owner or
otherwise required by law;

●

To communicate with the account owner and you for the purpose of
informing you of changes or additions to the Services, or of the availability
of any service we provide;

●

To assess service levels, monitor traffic patterns and gauge popularity of
different service options;

●

To carry out our marketing activities;

●

To enforce this privacy policy;

●

To enhance security of the data submitted or the integrity of the Site;

●

To provide personalized content;

●

To audit and/or improve our Services;

●

To respond to claims of any violation of our rights or those of any third
parties;

●

To respond to requests for customer service;
To read, modify or delete the contents of your SD card

●

To prevent potentially illegal activities;

●

To protect the rights, property or personal safety of you, us, the account
owner, our users and the public; and as required or authorized by law; and

●

We may occasionally communicate with the account owner and you
regarding our products, services, news and events. You have the option to
not receive this information. We provide an opt-out function within all email
communications of this nature, or will cease to communicate with you for
this purpose if you contact us and tell us not to communicate this information
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to you. The only kind of these communications that you may not “opt-out”
of are those required to communicate announcements related to the
Services, including information specific to your account, planned Services
suspensions and outages. We will attempt to minimize this type of
communication to you.
CONSENT TO MOBILE APPLICATIONS TO READ PHONE STATUS AND IDENTITY
By logging onto our mobile applications, you are allowing us access to your phone’s state,
including the phone number of the device, current cellular network information, the status
of any ongoing calls, and a list of any phone accounts registered on the device. We use
this information in order to tie a device's access to your account to a specific API key, to
prevent you from having to re-authenticate. Your API key has a separate secret which
must be presented to validate you as a user. This API key also allows us to disable
specific devices on your account without disabling the entire account (for use when a user
loses his mobile, for example.) We track the device type, OS version, UUID (specific to
the device), client's API version, and first/last access time. We do not share this
information with any other parties except potentially with service partners from time to
time. We do not track phone calls, whether the phone is currently on a call, other
applications running, or any similar information.

CONSENT TO YOUR EMPLOYER’S ACCESS TO YOUR DATA
You acknowledge that the account under which you access the Service may be a
corporate account of your employer and that, if so, your employer and their administrators
shall have full access to all your information collected hereunder. By logging onto any
Site, you are giving consent to this sharing of your information with your employer and to
such persons as they may grant access or direct.

CONSENT TO DATA PROCESSING IN THE UNITED STATES
By logging onto any Site, you affirmatively acknowledge and consent to the processing
of the collected data on our servers based in the United States. You consent to the
transfer of your data to the United States and in the data locations of our various affiliates
located in Australia, the United Kingdom, and Brazil. Your consent is voluntary and you
may revoke your consent by logging off at any time.
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AGE OF CONSENT
We do not knowingly provide the Services to, and will not knowingly collect the personal
information from, anyone under the age of 18.

RIGHTS TO YOUR INFORMATION
You have the right to access and edit your information at any time through the web
interface provided as part of the Services.

SHARING OF YOUR INFORMATION
We will only share your information with third parties in accordance with your instructions
or as necessary to provide you with a specific service (such as sharing with
subcontractors or vendors who assist in providing the Services) or otherwise in
accordance with applicable privacy legislation. As a general rule, we do not and will not
sell, rent, share or disclose your personal information without first receiving your
permission or as permitted in this privacy policy.

AGGREGATED DATA
We may also use your personal information to generate Aggregated Data for internal use
and for sharing with others on a selective basis. “Aggregated Data” means records which
have been stripped of information potentially identifying customers, landing pages or endusers, and which have been manipulated or combined to provide generalized,
anonymous information. Your identity and personal information will be kept anonymous
in Aggregated Data.

LINKS
The Site may contain links to other sites and we are not responsible for the privacy
practices or the content of such sites. We encourage you to read the privacy policy of
linked sites. Their privacy policies and practices differ from our policies and practices.
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COOKIES AND LOG FILES
We use cookies to authenticate and log files to track user information. Cookies are small
amounts of data that are transferred to your web browser by a web server and are stored
on your computer’s hard drive. We use cookies to track which page variant a visitor has
seen, to track if a visitor has clicked on a page variant, to monitor traffic patterns and to
gauge popularity of service options. We will use this information to deliver relevant content
and services to you.

CHANGE OF OWNERSHIP OR BUSINESS TRANSITION
In the event of a change of ownership or other business transition, such as a merger,
acquisition, sale of our assets, or bankruptcy or similar status, your information may be
transferred in accordance with applicable privacy laws.

SECURITY
We will strive to prevent unauthorized access to your personal information, however, no
data transmission over the Internet, by wireless device or over the air is guaranteed to be
100% secure. We will use industry standard technical and organizational security
measures in connection with the storage, processing, and transfer of your information
that are designed to protect the integrity of the information and to guard against
unauthorized or unlawful access to, use of, or processing of such information.
We strongly recommend that you do not disclose your password to anyone. If you forget
your password, we will send a reset link to the email address of record.
Please remember that you control what personal information you provide while using the
Services. Ultimately, you are responsible for maintaining the secrecy of your identification,
passwords and/or any personal information in your possession for the use of the Services.
Always be careful and responsible regarding your personal information. We are not
responsible for, and cannot control, the use by others of any information which you
provide to them and you should use caution in selecting the personal information you
provide to others through the Services. Similarly, we cannot assume any responsibility
for the content of any personal information or other information which you receive from
other users through the Services, and you release us from any and all liability in
connection with the contents of any personal information or other information which you
may receive using the Services. We cannot guarantee, or assume any responsibility for
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verifying, the accuracy of the personal information or other information provided by any
third party. You release us from any and all liability in connection with the use of such
personal information or other information of others.

YOUR RESPONSIBILITIES
● You must provide accurate information when you create your account;
● You must safeguard your password and all activities that occur under your access
codes;
● You must never use another’s account inappropriately and without permission;
● You may not disassemble, decompile, or reverse engineer the Services or attempt
or assist anyone else to do so;
● You must follow the policies of your employer and under whose account you are
entitled to utilize the Services and you must abide by the contractual agreement
between your employer and Geoforce; and
● You must be age 18 or over.

CONTACT US
If you have any questions or suggestions regarding our privacy policy, please contact us
at privacyquestions@geoforce.com.
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